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AI Reputational Risk
Self-Assessment
A practical diagnostic for marketing leaders. Use this assessment to evaluate your organization's current AI reputational risk exposure across nine critical dimensions. Score each statement honestly — the goal is clarity, not comfort.
How to Use This Assessment
Rate each statement on the scale below. Use the Category Score Tracker on page 2 to record your category totals, then consult the Scoring Interpretation to identify your capability level and the Prioritization Matrix to determine where to focus first.
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Strongly Disagree
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Neutral
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Agree
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Strongly Agree




	Governance & Accountability

	Statement
	Score (1–5)

	We have clear policies governing AI use in our organization
	

	We know who is responsible for AI risk management
	

	We require approval before deploying customer-facing AI
	

	We have the authority to suspend AI systems if problems emerge
	

	We document AI deployment decisions and risk assessments
	



	Transparency & Disclosure

	Statement
	Score (1–5)

	We disclose AI use to customers when it materially affects them
	

	We can explain how our AI systems make decisions
	

	Our employees know when they're using AI-powered tools
	

	We are transparent about AI limitations with stakeholders
	

	Our AI-generated content is clearly identified as such
	



	Bias & Fairness

	Statement
	Score (1–5)

	We test AI systems for bias before deployment
	

	We monitor AI systems for disparate outcomes across groups
	

	We have diverse teams involved in AI development and oversight
	

	We understand which populations might be vulnerable to our AI
	

	We can reverse biased AI decisions when discovered
	



	IP & Training Data

	Statement
	Score (1–5)

	We know where our AI systems' training data comes from
	

	We verify that AI-generated content doesn't infringe copyrights
	

	Our AI vendors provide IP indemnification
	

	We understand IP ownership of AI-generated outputs
	

	We have processes to identify and address IP violations
	



	Privacy & Data Governance

	Statement
	Score (1–5)

	We know what data our AI systems collect and process
	

	We comply with privacy regulations in AI data use
	

	We can delete customer data from AI systems when required
	

	We understand how AI vendors use our data
	

	We have incident response plans for AI privacy breaches
	



	Vulnerable Populations

	Statement
	Score (1–5)

	We identify which customers might be vulnerable to AI harm
	

	We have special protections for vulnerable populations
	

	We provide easy escalation from AI to a human for those who need it
	

	We consider cognitive accessibility in AI interfaces
	

	We test AI with diverse user populations before deployment
	



	Environmental Impact

	Statement
	Score (1–5)

	We measure the energy consumption of our AI systems
	

	We consider environmental impact in AI deployment decisions
	

	We use renewable energy for AI compute when possible
	

	We optimize AI for efficiency, not just performance
	

	We disclose AI environmental impact to stakeholders
	



	Vendor Management

	Statement
	Score (1–5)

	We conduct due diligence on AI vendors before contracting
	

	We understand our AI vendors' responsible AI practices
	

	We have liability provisions in AI vendor contracts
	

	We regularly audit AI vendor performance and compliance
	

	We have alternatives identified if vendor relationships fail
	



	Monitoring & Response

	Statement
	Score (1–5)

	We actively monitor AI systems for quality and errors
	

	We track customer complaints about AI experiences
	

	We have crisis response plans specific to AI failures
	

	We learn from AI failures in our industry
	

	We update AI governance based on lessons learned
	






Scoring Interpretation
	Score
	Level
	What It Means

	180–225
	High Capability
	You have strong AI reputational risk management practices. Focus on continuous improvement and monitoring for emerging risks and regulatory changes.

	135–179
	Moderate Capability
	A foundation is in place, but significant gaps remain. Prioritize your lowest-scoring categories and use a 90-day action plan to strengthen weak areas.

	90–134
	Basic Capability
	You are aware of AI reputational risk but have limited operational capability. Start with immediate risk assessment and governance framework setup, focusing on high-stakes AI first.

	45–89
	Limited Capability
	You face significant AI reputational risk. Begin immediately with AI inventory and high-stakes AI triage. Consider external expertise to accelerate capability building.



Prioritization Matrix
Use your category scores to determine where to focus. Note: if any single category scores below 10, treat it as a crisis requiring immediate executive attention, regardless of your total score.
	Priority Level
	Category Score
	Categories

	Immediate Priority
	Score < 15
	Governance & Accountability · Bias & Fairness · Privacy & Data Governance · Vulnerable Populations

	High Priority
	Score 15–20
	Transparency & Disclosure · IP & Training Data · Monitoring & Response

	Medium Priority
	Score 21–25
	Vendor Management · Environmental Impact
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